Ku6epOyJuInHI: Kak He JOIYCTUTH NMP00JieM M3-3a TPaBJIM B HHTEPHeTe

[To manueiM BO3 2015-ro roga ot kubepOy/UIMHTa MOCTPAAaio CTOJIBKO MOJIPOCTKOB B BO3PACTE
11 ner ot obmiero xomuuectsa: LlIBenns 2%, @panmus 3.2%, I'epmanus 4%. B Poccun 310 KOIMYeCTBO
cocrtasisieT Henbix 19%. [louemy Tak MHOTO /1eTell cTpajatoT B BCEMUPHOM CETH U UTO C 3TUM JieiaTh?

Yro Takoe Oy UIMHT

BYJUIMHI — IIPOSIBJIEHHE IICUXOJOTMYECKOTO HACHIMS, HAaOpPaBICHHOE Ha TO, YTOObI CO3HATEILHO
JIOCTABUTEL YEJOBEKY JUCKOMMOPT M CTpaJaHusl, BLI3BATL Y HECO CTPax M MOJYMHHUTL C €r0 MOMOIIBIO
cebe. Takoe HacwiIMe HOCUT IJTUTEIBHBIM U CUCTEMATHYECKUN XapakTep, U B ciiydae aeteit ot 7 mo 18
JIET, OCYIIECTBIISIETCS B aIpeC JUYHOCTEH, IO MPUYHNHE BO3PACTa U HE3PEJIIOCTH HECTIOCOOHBIX 3aIUTUTh
ce0s1.

KubepOymnuHT MOXKET OTIMYAThCS OT OOBIYHOTO Oy/UTMHTa aHOHUMHOCTHIO. Kak moka3pIBarOT
UCCIEeIOBaHUs, “Kubep-xKepTBbl” B OOJBIIMHCTBE Cay4yaeB He 3HatoT, KTo arpeccop (Kowalski, Limber,
2007).

KpomMe aHOHUMHOCTH, OCHOBHBIE OCOOEHHOCTH KHOEpOYJITHTA:

e TpaBnst MoXeT HUThCs 24 dYaca B CYTKH, YTO BO3MOXHO OJlarojapsi IOCTOSTHHOM
MOAKIIIOUEHHOCTHU JIETeH K COLICETSIM U AJIEKTPOHHBIM HOCUTEIISM;

e IPUUMHOM MOKET CTaTh JII000M MOBOJI, JOCTATOYHO YEM-TO BBIJIEISTHCS,

e peOEHOK YacTo CKpbIBAET (haKT TPABJIM MO PA3HBIM MPUYMHAM: CTECHSETCS, HE MOXKET IePeHeCTH
I0Ka, MO/ BIAMSHUEM MPOTUBOPEUYUBBIX SMOIUIA, IPU TOM, YTO MHTEHCHBHO UX HCIBITHIBAECT. XOTS HAM
Ka)KeTCsl, UTO MBI, POJIUTENH, PSIIOM, peOCHOK KaK Oy/ITO MOXET MOJYYUTh MIOMOIILb — U HE TIOJyYaeT ee;

e arpecCOpoM  MOTYT  BBICTYNHTh KaK  3HAaKOMble, TaK M  HE3HAKOMbIE  JIIOJIH.
[lo noruke  mncuXoJNOroB-uccienoBaTesiel,  0Oe3HAKa3aHHOCTh W 4YacTO  HEBO3MOXHOCTh
JIeaHOHMMHU3HPOBATh HA/IA0IIEro MO3BOJISIET arpeccopy YyBCTBOBAThH ce0s1 MEHEee YSI3BUMBIMH U MEHEe
oTtBeTcTBeHHBIMU (Joinson, 1998 Keith, Martin 2005);

e KUOEPOYJUTMHT MPOUCXOJUT BHE HE3aBUCHUMO OT TOrO, rie (U3MYECKH HAXOIUTCS peOeHoK. Y
KepTB oQduialiH-OyIIJIMHTa B IIKOJE MOXKET OBITh MOJJEPKKA OT yYUTENEeH, B TO BPEMS KaK KEPTBbI
OyJLTMHTa B BUPTYaJIbHOU cpejie UMEIOT ee 1aJieKo He BCer/a.

KakoBsl nocneactBust kubepOymnaunra B 21-m Bexe?

IMocaencTBuss kuGepOy/IMHIa O4YEeHb PA3HATCH U CTeNeHb HX CePbe3HOCTH 3HAYUTEIbLHO
orsimyaercsa. KudepOynJiMHI MOKeT MPUBECTH K:

* POCTY YPOBHS TPEBOTH
e CTpeccy

e HApYIICHUIO CHA

e TICUXOCOMAaTHYE€CKUM PAaCCTPOUCTBAM

e CHIDKEHHIO aKaJJeMUUYECKON yCIIeBAeMOCTH U MPOTyJIaM
e CHIDKEHHUIO CAMOOIIEHKH

e JICTIPECCHH.

He;[o6po>1<eJ1aTeJ11/1 Y KaKJ0ro 4cjiOB€Ka €CTh U B OOBIYHOM JKU3HH, HO KOrJa Bally KU3Hb MOT'YT
Ha6J'IIO,Z[aTL 5-10 YCJIOBCK, U KOT'Ja BbI KaXXplil I€Hb HaXOJAUTECh IO/ HaGJIIOI[CHI/ICM U BIusSHAEM OT 10



1o 1000 (B comcersix) u 6oee 10 000 mroneit (B 6iorax, B 3aBUCHMOCTH OT KOJUYECTBA MOAMMCYUKOB),
JaBlieHHE CHIIbHO pacTeT. He Kakaplii MOXKeT BbliepkKaTh MH()OPMAIIMOHHBIN HEraTUBHBIN OTOK B CBOM
azapec. biorepsl nocieHUX JIET MPAKTUUYECKU BCE IPOLUIN YEPE3 HACTOSIIYI0O HUHTEPHET-TPABIIIO.

HeraruBHble KOMMEHTapuu MO TMOBOAY JIMIIHETO Beca MOXKET 3aCTaBUTh IOHOTO MOAPOCTKA
CTpaJaTh OT MUIIEBBIX paccTpoiicTB. OIMH KOMMEHTApHil [0 MOBOJIY €r0 OPHUEHTALIMU MOXKET BCIO )KU3Hb
3aCTaBISATh CTECHSITHCS €0 CBOEH OpPHEHTAlLH, Be/lb Yallle HEMPUATHBIE SMOIMH JOCTABISIOT HE TOIBKO
U CTOJIbKO KOJIMYECTBO KOMMEHTApHUEB, CKOJIBKO UX IOMAaJaHKue B 1eNb. PerynspHpie KOMMEHTapUU IO
MOBO/1y €r0 HUKYEMHOCTH MJIM HEHY>KHOCTH MOXET JJaKe MMPUBECTH K MOMBITKE HAaBPEAUTH celde.

Kak He cTarb xepTBOii?

Ectb cmbicn mpoBecTu Oecenly ¢ peOEHKOM, B KOTOPOM CTOUT €ro MpeaynpeluTh, 4TOObl KaxI0e
€ro CIIOBO B MHTEpHETE ObLIO B3BEHICHHBIM. BO-TIepBbBIX, 3TO MOMOXKET eMy MPEIOTBPATUTH CIIOBECHBIE
HamnaJKu, BO-BTOPBIX — HE CTaTh arpeccopoM camomy. Kpome Toro, 370 MOXKET CTaTh JOMOJHUTEIBHON
OpPUYMHOM mpobsieM, a uX MacmTad MOXET YBEJIMYUTHCS JI0 B3JIOMAaHHBIX IOYT, AKKAyHTOB,
BBIKJIQ/IbIBAHUS B CETh TeJIe(POHOB C MPU3bIBAMU MO3BOHUTH U JIMYHBIX (poTorpaduii.

Taxxe pebeHKy HEOOX0UMO OOBSACHHUTD, YTO JIEIO HE B HEM, a B caMOH clleliu(HKe yCTpOHCTBa
BUPTYaJIbHOMU cpesibl. 1 0COOEHHO HYKHO NpeAyNpeauTh ero 0 KUOepOYIIIMHTe, €CIIM Balll ChIH WM 10Yb
— 6norep. He BaxHO, ckoibko y Hero noanucuukos — 10 uinu 1 000 000, BaXkHO MpexynpeauThb, 4TO OT
9TuX 10 OH MOXET MOJy4YUTh HENPOUICHHBIE 3aMEYaHUs U UX KOJUYECTBO IPSIMOIPONOPLUUOHAIBHO
KOJIMYECTBY BHHUMAaHMs. A 3HA4YUT, OyIyT MOSABIATHCS TPOJUIM (HACMEIIHUKH) U XeHTephl (JIMUHBbIE
HEHaBUCTHUKH OOBEKTa OOIICHNS).

Oovacnume pedenKy, Umo on ne 00un




JlaiiTe eMy MOHSTH: BBl €ro He ocyaute. Ml peGeHOK Bceraa MOKeT 0OpaTUThCS K BaM 332 COBETOM,
MOJICPXKKOH, MpUHTHEM. [la’ke ecii TaM MPOU30IIII0 YTO-TO HEOIAronpUCTORHOE, €CIIH €My CTBIIHO U
HCIIPHUATHO O UCM-TO BCIIOMHUHACT, CCJIM OH CHUTACT, YTO CaM HC IIpaB — IMYCTb NMOACIIUTCA, U CUTyallusd
HayHET pPa3pelarbes.

[locne noBepuTenbHOW M TaKTHYHOW Oecenpl cMOKeTe o0aymaTh MMEINIyrocs HH(popMaimio,
MPOYHTATh JAHHYIO CTAaThIO, COMOCTABUTH PHUCKH. V1 BMECTe C CBIHOM WJIM JIOYEPbIO MPUHATH OOIIee
pelIeHue.

Homnume — pedenok ¢ Imo epema owyuiaem ceds 00UHOKUM, eMy CHpAaliio, Ol He 3HAem, KaK
cebs gecmu.

Ero ncuxuka emie He chopMHpoBaHa U OH HE YMEET peliaTrh MpoOsieMbl, KaK B3pOCIHbIN YEI0BEK,
[O3TOMY  JA€TH  OJM3KO  HPUHUMAKT BCE K CEpAly, CTPajalT, U  IEpPexHUBAIOT.

Crnemyer OTMETHTB, YTO OT OYJUIMHTA CTPAJAIOT HE TOJHKO KEPTBBI, HO U CAMH WHHUIIMATOPHI TPABIH,
KOTOpBIE HCIBITBIBAIOT TPOOJIEMbI C CONHMAIBHOW aJanTalnueil W TPOSIBISIOT CKIOHHOCTh K
MPOTHBOIIPABHOMY TOBENEHHUIO (HACWIINIO, B T.4. C IOMOMIIBIO OPYXHS, YIIOTPEOICHHIO AIKOTOJIS,
HapkoTukoB, u T.1.) (Hinduja, Patchin, 2008; Wang, Wang, 2010; Shelgiri, 2013; Hemphill, Koletski,
Tollit et all., 2012). Ecnu BbI y3Ha M, 4TO Bail peOCHOK — WHHUIIMATOP TPABIH, TOXE PEabHO PEIIUTh
pooJieMy OOIIIEHHEM C HUMH WM OOPAIIEHUEM K CTICTIHAIACTY.

Kak 3amururhes or KubepOyimura?

1. He sviknadvieams auunble dannvle: anpeca, pororpaduu, TenedoHbl, TOYTH U TeM Oosee -
apou oT oyt Wi JTUYHBIX KaOMHETOB.
CoBert. B nercTtBe BiIMsHUE POAUTENEH €€ TOCTATOYHO BEIUKO. Beerna MOKHO MpUAYMATh CMENTHYIO
1 BECEIIYI0 apr'yMEeHTAIIHIo, I0YEMY CTOUT BBIKJIAAbIBATH (DOTO MEPCOHAKEN, MYJIBTUKOB, T€POEB UI'P KaK
CBOIO aBaTapky. PeGeHka K 3TOMy MOOYIUTH MOXKET 3JEMEHT WUIPbl M COPEBHOBAHMS, €CJIM Takas
TEHJICHIIMSI €CTh CPeIU CBEPCTHUKOB. [IycTh peOeHOK MmogymMaeT, 4To 3TO Becesnasi urpa, YTo B MHTEpHETE
4acTo TaK “Uurparotr’.

2. He obwamvca ¢ Hesnaxkomyamu. Ilo nanHeIM exerogHoro ompoca <«Jlaboparopuu
Kacnepckoro», 70% nereil mpuHUMAIOT 3asBKU B “Ipy3bs’ OT HE3HAKOMBIX Jtonei, Oonee 30%
BCTpeUaINCh C HUMU B OHJaiHe. Pacckakure UM, 4eM 3TO MOXKET Ipo3uTh. UTO Takue B3pPOCIIbIe MOTYT
Ka3aTbCcsl NOOpHIMM, @ Ha caMOM Jelie BXOJOUTh B JIOBEpHE C Lebi0 rpabexa MX JOMa, HACHIIuS,
KHUJTHENTUHTA.

3. He svickasvigambca HecamusHo o Opyeux 8 supmyaivholi cpede. TOUHO TaK e, KaK J1aeTe UM
WHCTPYMEHTHI JUIsl YCHEIIHON COlMaNu3alii B 001IecTBe, 0OBSICHUTE UM MpaBuiia HU(GPOBOTO STHUKETA.
OdeHb BaKHO HAYYUTh UX OOIIATHCSA TaK, YTOOBI AETAM HE OBLJIO CTHIIHO HU 32 OJHO HAITMCAHHOE CJIIOBO
WM TiepelaHHblii ¢daitn. Haydnure yBakaTh MpUBATHOCTD APYTUX JIIO/ICH, HE pa3KUraTh U HE y4aCTBOBATh
B KOHGHKTaX. OOBICHUTE, UYTO MEpeaaBaTh CTOUT TOJIBKO MPOBEPEHHYI0 MH(POPMAIUIO, a O0IIATHCS U
BEPUTH B IPUOPUTETE BCceraa cobeceqHUKY B o dmaiine.

4. HUenopuposams acpeccuto u yeposvl. MOKHO YIUTH Ha HECKOJIBKO THEH U3 OHJIaliHa, OTKIIOYNB
cebs OT MCTOYHMKA HEraruBa M ceTed BooOImie. A Takke J00aBUB B YEPHBIM CIHMCOK OOUTYUKOB U
OTKJIFOUMB KOMMEHTHUPOBAHHE B COLICETSIX.

5.  Yumamw npoceemumenvbckue cmamovii, a TAKKE UCHOIL308AMb CNEUUATIbHbLE NPUTLOHCEHUSL OJLsL
sawumol. Hanpumep, Kaspersky Safe Kids mo3Bomnser moHsATh, Kakue calThl NMPOCMATPUBAET Balll
peOEHOK, HACTPOUTH JIOCTYN K O€30MacHbIM caiiTaM M OTPaHUYUTh BPEMSIIPOBOKICHHE B COIICETSIX H
calTax C arpeCCUBHOM CPENON.

A ecJIM BCe-TaKHU CTAJI )KepTBOi?



1. Coxpanumo Ookazamenvcmea: nucbma, cKpunuiomol, ayouo. He 00ATbCS OTCTauBaTh CBOE
JINYHOE U YMOLIMOHAIBHOE COCTOSIHUE.

2. Coobwumov aOMuHUCMPAMOPaM COYUAIbHOU Cemu U hopyma 0 Maccosoll mpasie, 0CoOeHHO,
eciu mpaesis nPOUCXo00uUm 6 CHeYUaIbHO CO30AHHOM NAOIUKe.

3. Coobwumsv pooumensm u KiacCHOMY PYKOSOOUMEN0.

4. Obpamumuvca Ha _owunaun-1unuio _www.detonlaine.ru. Tam MOXHO TIOJYYUTHh IOMOIIb U
JETATBbHYI0 HHCTPYKIIHIO TI0 TTOMOIITH.

5. Obpamumucs 6 noruyuio. Hekotopbie BUIbI KHOSPOY/UTMHTA, HAIIPUMEP T, KOTOPHIC CBS3aHBI C
YTPO30#i KU3HU U 3JI0POBBIO TIPECIICIYIOTCS 3aKOHOM.
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